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Abstract—This paper compares online device discovery and
remote startup and shutdown solutions for an enterprise network.
As some of for these solutions do only work in a local network
and the enterprise network consists of several subnetworks with
different firewalls setting, a concept to communicate securely
across subnetworks is required. For an evaluation, a prototype is
implemented using Wake-on-Lan for startup, Address Resolution
Protocol for online detection and Secure Shell for shutting
down. Bridged MQTT-brokers are used to communicate across
subnetwork with a service in every subnetwork. The central
hosted prototype is able to switch on or off computers remotely
in every subnetwork.

I. INTRODUCTION

Power consumption in corporate and enterprise networks
continues to grow as the number of machines deployed in these
environments increases. As a result, minimizing energy usage
has become a primary goal for many organizations. Various
studies, such as [1]-[3] have explored different methods to
decrease the electricity usage of devices in a network. A
reduction of electricity can be achieved by shutting down
devices when they are not in use, thereby creating manual
non-operational periods to save energy. This can be achieved
by implementing the ability to remotely shutdown or startup
devices and machines that are currently not in use. The
objective of this paper is to develop a system that facilitates
remote shutdown and startup of devices within a network. To
achieve this, it is crucial to first detect the presence of devices
within the network to get an overview of the currently run-
ning machines. Therefore the system also includes an online
detection mechanism to identify whether a device is currently
powered on or off and to enable appropriate shutdown or
startup actions based on the device’s status. In addition, the
online detection mechanism introduces a method for scanning
the network for foreign devices, thereby enhancing network
security by identifying unauthorized devices promptly. As our
corporate network includes machines running either Windows
or Linux operating systems, we need to develop a system that
is compatible with both.

Due to security concerns, corporate and enterprise facilities
separate their networks into multiple subnetworks. Sending
instructions to a target device in a different subnetwork

presents a significant challenge. This is because these subnets
enforce security policies at their boundaries to encapsulate
applications used within the network by setting up a firewall
at every border. Communication between the networks is
therefore restricted. In our case, a centrally hosted hardware
management system should be able to command all devices on
other networks. Nonetheless, we need to communicate across
a network boundary that has been limited by a firewall. To
address this issue, it is imperative to develop a method for
communicating across network boundaries without introducing
new security vulnerabilities. Therefore, this work also explores
technologies that enable secure communication across these
boundaries.

In the following Section II, available technologies that can
be used to enable the shutdown, startup, and online detection
of devices will be explored. Section III lists related work.
In Section IV, the proposed architectural design, along with
the system requirements within the current network, will be
delved into. Then, in Section V, the technologies introduced
in Section II that fulfill these requirements will be identified
and evaluated. Finally, a proof of concept will be presented in
Section VI.

II. FOUNDATIONS

This chapter presents current technologies for shutdown and
startup, online detection, and communication across network
boundaries, and explain features required for our system which
are discussed and compared in more detail in the tables in
Section V.

A. Startup and Shutdown

Wake-on-LAN (WoL) is an established industry protocol [4]
for waking up computers over a network. It is implemented
using the Magic Packet Technology [S] which uses an Ethernet
frame with a specific payload containing of the target device’s
hardware address. The network interface controller (NIC) of
the device scans incoming frames and wakes it up if the
address matches. For this to function, the NIC must support
WoL, have it enabled, and be in a low-powered state. To use
WoL across subnets [6], the magic packet must be sent to
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the target subnet as a subnet-directed broadcast [5] using a
routed, connectionless protocol like the user datagram protocol
(UDP) [7]. Broadcast forwarding must be enabled on the
router, and the firewall has to be configured to allow incoming
Magic Packets!. There is no authentication, no authorization,
no acknowledgement, and no security. WoL is not reliable,
as there are other factors, such as the power state, which
determines whether the command is executed or not.

Intel Active Management Technology (AMT)? is part of
the Intel vPro platform and provides remote out-of-band
management for devices, including remote power control with
Transport Layer Security (TLS) [8] encryption using the
Transmission Control Protocol (TCP) [9], [10]. Compared
to other startup technologies, AMT offers security against
unauthorized access through the use of authentication and
authorization?. Intel AMT also encrypts its TLS connection®
using public-key infrastructure [11]. This technology gives
feedback on whether a computer has started, as it has a
management client that monitors the devices?. But Intel AMT
requires vPro enabled hardware that not every commercially
available computer has?.

Remote procedure calls (RPCs) [12] is a concept that is
used for inter-process communication within a network. A
procedure with parameters can be sent by a caller to a server
via a network. The necessary parameters for executing the
procedure and the name of the procedure are passed via the
call. After finishing the process, the server sends a reply
message, which contains the results of the procedure [13] and
has therefore some sort of feedback. No technology for using
RPC is pre-installed on Linux, so you have to install one first.
Samba, for example, implements RPC for Linux operating
systems. RPC uses authentication and authorization to prevent
unauthorized access, but it does not check whether the message
was altered and thus poses a security risk®.

Secure Shell (SSH) [14] is a cryptographic network protocol
that allows secure remote login and command execution on
machines in an insecure network. After authentication and
authorization of the client via, e.g., password or public key
authentication [14]. It can be used to execute shutdown
commands on remote machines to power them off. Client
and server applications are available for both Linux and
Windows systems. As SSH is executed in a command line
interpreter [14], the user also receives feedback as to whether
his commands are being executed.

B. Online Detection

Internet Control Message Protocol (ICMP) for IPv4, as
defined in RFC 792 [15], is part of the TCP/IP suite and
an integral part of Internet Protocol (IP) [16]. One type
of ICMP message is an echo request, commonly known as
”ping”, which can be used to determine whether a network

Thttps://www.cisco.com/c/en/us/support/docs/switches/catalyst-3750-
series-switches/91672-catl3-wol-vlans.html

Zhttps://software.intel.com/sites/manageability/AMT_Implementation_
and_Reference_Guide/default.htm

3https://learn.microsoft.com/en-us/windows/win32/rpc

device is reachable. ICMP can be used to detect devices on
a different network [15] if it is accessible. An ICMP echo
request message is sent to the target host, which replies with
an ICMP echo reply, if reachable. The network device has to
be configured to reply to or forward the ICMP echo requests.
This could lead to potential security risks, which, however,
do not pose a major threat to our setting and are therefore
negligible. There is also no authentication or authorization. It
runs on both Windows and Linux. It should also be noted that
ICMP can be switched off. In Windows 11 systems, ICMP is
blocked by the Windows firewall*.

Address resolution protocol (ARP), as defined in RFC 826
[17], is a network protocol that determines a network address
for an IPv4 address of the Internet layer and stores this
assignment in the ARP tables of the participating computers
if necessary. To determine the associated MAC address for an
IPv4 address in the local network, an active ARP request is
sent as a data link layer [18] multicast. If a device with this
IPv4 address is available, it need respond to this request. It is
also possible for the network devices to listen passively to ARP
requests that are frequently sent around the network to get a
list of available devices in the network. To detect incorrect
MAC addresses, ARP can be used since the messages contain
the sender’s MAC and IP addresses. ARP is used on Windows
and Linux and as with ICMP, ARP has no authentication or
authorization.

C. Communication across network boundaries

Transmission Control Protocol/Internet Protocol (TCP/IP)
[19] refers to a group of network protocols, including TCP
and IP. These protocols are a standard for communication
in networks. TCP, an event-based communication technology
[10], is used to establish a connection between the devices
involved [19]. As the data is transmitted via TCP, bidirectional
communication is supported for this transmission [10]. The
message is then sent to the recipient via the IP address [19].
TCP/IP works independently of the operating system, which
means that the underlying system can be easily expanded.

Hypertext Transfer Protocol (HTTP) [20] is a protocol that
is used to transfer data via a computer network. A connection
is established between client and server, which the client
initiates to send a message. The latest version of HTTP
is HTTP/3 [21], which allows bidirectional communication.
Asynchronous communication is also possible via server sent
events. Hypertext Transfer Protocol Secure (HTTPS) [22] was
invented for secure communication on the World Wide Web.
Here, data is transmitted in form over an encrypted TLS chan-
nel. HTTPS also has an authentication and an authorization
method.

Message brokers [23] help with the communication between
sender and receiver by converting the message into the respec-
tive message protocol before passing it on. There are various
message brokers, e.g., MQTT, which we will explain in more

“https://learn.microsoft.com/en-us/windows/security/operating-system-
security/network-security/windows-firewall/configure
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detail here. MQTT [24] is a bidirectional, event based transport
protocol that is used to publish and subscribe to messages
by using TCP/IP to transfer data. In using MQTT, a client
opens a connection to the broker to send messages that the
client wants to spread. The client can also subscribe to request
application messages from the broker that it wants to receive.
The broker accepts the network connections and the published
messages of the clients and redistributes them. MQTT offers
an implementation for authorization and authentication and
can be encrypted [24]. An MQTT bridge [25] connects two
MQTT brokers that they can exchange messages. The MQTT
broker also acts as a client through the MQTT bridge and
publishes data from other brokers to subscribers or sends its
own messages to other brokers.

SignalR [26] is an open-source library for Microsoft
ASP.NET that provides a simple interface for using RPCs.
It allows server code to be sent asynchronously to web
applications by using HTTP(S) polling or WebSockets for
bidirectional communication. Sending code asynchronously
is useful because the server does not have to wait for a
client request in order to send a new message, resulting
in a faster exchange. The security functions of SignalR are
authentication, authorization, and connection tokens.

A virtual private network (VPN) [27] is used to set up a
private tunnel on a public network in order to encrypt commu-
nication. A network tunnel is built into the public network for
this purpose. The VPN tunnel allows an authenticated device
to connect virtually to a network and thus obtain the same
rights as a device that is connected to the network.

SSH tunneling can be used to forward TCP/IP traffic on
specific ports from the remote host to the client behind firewall,
or Network address translation (NAT) [14], which is called
a reverse tunnel. Importantly, this procedure necessitates no
further alterations to firewall configurations. However, it is
imperative to acknowledge the inherent risks associated with
this approach. If access to the local machine is compromised,
it potentially grants access to all machines within the other-
wise inaccessible network as well. Unlike other technologies
presented, this is neither bidirectional nor event-based.

III. RELATED WORK

In [28], multiple problems that can arise when trying to
implement a way to remotely startup desktop devices via WoL
technology in institutional networks are highlighted. To solve
these problems, a solution that doesn’t require the use of a
local agent installed on all client computers is explored in this
paper. The creation of a firewall port that allows the sending
of WoL packages to start up or shut down devices through
the network boundaries was involved in their solution. As
mentioned in section I their solution is not feasible in our
case since this approach could introduce a safety concern in
the network structure.

In [29], end-to-end communication using the MQTT tech-
nology as a replacement for the Client/Server paradigm is the
focus of the research. A network architecture, in which both
the client and the server use the MQTT protocol to publish

messages to the MQTT Broker positioned between them, is
created. The message is then forwarded by the MQTT Broker
to the corresponding client. As this is only an approach for
communication, the evaluation of this technology based on our
requirements for the system will be necessary. Depending on
the results, this approach can be a potential solution for our
communication issue.

Currently, a single solution that can remotely shut down,
start up, and detect devices that are online doesn’t exist, and
therefore the development of our own solution is required.

IV. ARCHITECTURAL DESIGN

This section describes the architecture of the system shown
in Fig. 1. A hardware management system is deployed in
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Fig. 1. Architectural design of the system for communication across network
boundaries with satellites

the corporate network (1), and should be able to manage
machines in multiple networks. Certain networks, such as sub-
organizational networks (3), facilitate largely unrestricted bidi-
rectional communication (establishment) between the corpo-
rate network (1), while others have restricted communication
in one direction. Devices within a network which acts as a
demilitarized zone (DMZ) (2) are accessible from external
networks, yet unable to communicate with hosts outside this
network. Conversely, devices within a network situated behind
a router employing one-to-many network address translation
(NAT), such as those found in operational technology (OT)
networks (4), can access hosts in external networks but are
not individually accessible from external networks. The goal
of this paper is to find a solution that enables the objectives
not only for the current network infrastructure but also for
any future network, wherein the devices can either directly
reach or be reached by the hardware management system in
network (1). Within each managed network, we can deploy
a so called satellite — an application designed to facilitate
all necessary functionalities, including startup, shutdown, and
online detection procedures for machines within that network.
By establishing connections between these satellites and the
system, we can create secure and tight communication chan-
nels between networks, tailored to our requirements. This
architecture allows commands such as startup, shutdown, and
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online detection from the system to be relayed by the satellites
to the intended machines and vice versa.

In the upcoming chapter, a secure communication protocol
will be selected to be utilized between satellites to abstract
the functionalities. Additionally, a specific technology will be
chosen to implement each of the functionalities mentioned
above on satellites.

V. COMPARISON OF TECHNOLOGY

The technologies in Section II are evaluated based on the
following requirements for the system. Each technology will
be assigned a rating according to its level of fulfillment of
these requirements. The requirements and the corresponding
technologies are divided into two groups. The first group,
general criteria, applies to all technologies relevant to startup,
shutdown, and online detection. The second group, commu-
nication criteria, applies to all technologies that can be used
for the proposed satellite communication. The evaluation of
the general criteria are shown in Table I and that of the
communication criteria in Table II.

The first criterion, cross platform availability, evaluates the
extent to which the technology can be used on different
operating systems and hardware technologies. As mentioned in
Section I, the primary requirement for the solution is usability
across multiple operating systems. As it is imperative that no
new security vulnerabilities are introduced in the network, the
technologies are evaluated if they have security features. If the
usage of these technologies does not introduce a new vulner-
ability they will fulfill this criterion fully. Acknowledgement
refers to the sending of a receipt message to the sender to
indicate that the requested action has been executed. The final
criterion is reliability, which assesses whether obstacles such
as firewalls could impede the connection. These two criteria
ensure the arrival of instructions at the target device.

For the same security reasons, encryption is the first
criterion for the communication technologies. Bidirectional
communication between the satellites and the clients is crucial
for exchanging messages in the aforementioned architecture.
The next criterion is event-based communication, which is
important for keeping the message channel open to save
time when exchanging messages. Expandability assesses the
system’s ability to accommodate new communication partners
in the future, authentication and authorization are criteria
important for both groups as they prevent unwanted use.

In the following, we will take a closer look at the technolo-
gies and use the criteria to explain why we decided for the
technologies for our system.

There are two technologies that we have taken into account
for booting up the computers remotely: Wake-on-LAN and
Intel AMT. Considering our criteria, Wake-on-LAN satisfies
cross-platform availability since it operates on any standard
computer. WoL does not provide features for the other criteria,
thus they remain unfulfilled. Reliability is not met because
factors such as power status determine whether the command
is executed. Therefore, Intel AMT offers many advantages
over WoL, fulfilling every criterion except cross platform

availability, as it does only work on Intel Plattforms with Pro
enabled hardware. As this is the main requirement, WoL. was
selected for the implementation. In our evaluation of technolo-
gies for remote shutdown, we compared RPC and SSH in table
I. Both technologies have cross platform availability and use
authentication and authorization methods. When examining
the security and acknowledgment criteria, SSH meets both,
whereas RPC has a security concept that is vulnerable to
attacks. Therefore, based on our evaluation, SSH emerges as
the better choice, providing a more secure solution.

For online detection, we have examined two technologies
in more detail: ICMP and ARP. Both technologies do not
have authentication or authorization features. And both provide
feedback on a ping attempt as to whether they have reached
a host. However, ARP is more reliable than ICMP for data
transmission because ICMP can be disabled. Therefore, ICMP
was disregarded in favor of ARP.

TCP/IP fulfills all our other criteria but lacks authentication,
authorization, and encryption features, thus it is ruled out.
REST fulfills almost all criteria, at least partially, but is
excluded due to its lack of support for event-based communi-
cation. SignalR fulfills all our criteria completely, except for
expandability, which is only partial, and event based commu-
nication, which is not at all. For the technology VPN, we
were unable to apply every criteria except of authentication,
which is why we decided against this technology as well. SSH
tunneling also meets every criteria except bidirectional and
event-based communication is not implemented in the standard
version which is why we do not use this technology either.
The Broker Technology is used in the system, as it is the
only technology that fulfills all our criteria. MQTT has been
selected as the representative for broker technology due to its
bridging capabilities.

VI. PROOF OF CONCEPT

To implement and verify our solution in a test network as
described in section IV, we developed a system that integrates
SSH for remote shutdown, WoL for startup, and ARP for
online detection. Four Linux machines, running Debian 12,
were deployed one in each network as outlined in section
IV and equipped with MQTT brokers (Version 2.0.11). SSL
and client certificate authentication were enabled on each
broker using different certificates for each satellite. A unique
network ID was assigned to each satellite as an MQTT prefix,
and topics were crafted for each functionality with the struc-
ture networks/<id>/<service—-name>. MQTT bridges
were used between the main broker (in the corporate network)
and the brokers in the other networks to forward messages
across networks. Bridge connections were established in the
direction where connection establishment was not restricted,
and topic filters were configured on each bridge to allow
only required messages with the specific network ID to be
forwarded in both directions.

Additionally, a .NET 8.0 service implementing the core
functionalities, was deployed to each satellite. This ser-
vice uses the MQTT.NET library (4.3.6.1152) to connect
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TABLE I
COMPARISON OF DIFFERENT TECHNOLOGIES FOR START-UP, SHUT-DOWN AND ONLINE DETECTION
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Shut-Down Online-Detection
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Criteria
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o

SSH ICMP ARP
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Authentication
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gyl e
00000

Reliability
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@ Completely Fulfilled

O Partially Fulfilled

O Not Fulfilled O Not Applicable

TABLE II
COMPARISON OF DIFFERENT TECHNOLOGIES FOR COMMUNICATION
Technologies Broker . SSH

Criteria : TCP/P REST Technology SignalR | VPN Tunneling
Encrypted O [ ® [ O [
Bidirectional Communication o [ [ ) [ ) @) O
Event Based Communication [ ) O o @) @) @)
Expandability [ ] [ [ ] [ O O
Authentication O ® [ ® ® ®
Authorization O ® [ [ O ®

@ Completely Fulfilled D Partially Fulfilled O Not Fulfilled O Not Applicable

to the local MQTT broker using the same certificate and
subscribes to all topics with the assigned network ID
(networks/<id>/#). The implementation of online de-
tection utilizes SharpPcap 6.3.0, which relies on libpcap on
Linux, to passively listen to and actively send ARP requests.
For remote startup the library WakeOnLLAN, version 2.0.2 was
used. The shutdown implementation establishes an SSH con-
nection (SSH.NET library, 2024.0.0) with the target host using
a shared private key and executes the shutdown command.
The exit code is evaluated to acknowledge the success of the
shutdown and published to the response topic.

To enable the shutdown functionality, a common RSA
key was deployed to all machines, the OpenSSH server was
activated and permissions for the execution of the shutdown
command where granted.

To test the functionality of this system, a .NET 8.0 Tester
console application was implemented. It was connected to the
main broker, subscribed to all topics (networks/#) and calls
the services for WoL, Shutdown and online detection.

Using this tester the following results were obtained: In the
corporate and sub-organizational networks, the test passively
detected ARP requests. WoL. was successfully tested with one
desktop machine and a laptop, where WoLL was enabled in the
BIOS beforehand and the latter connected to the power outlet.
Shutdown was successfully tested on Windows 10, with a user
set up for SSH shutdown as described above. Shutdown was
successfully tested with a Linux machine using the hostname
of that machine.

In the OT network, shutdown of a Linux machine was
tested using the fully qualified domain name, which was
successful. Startup was tested on the same machine without
further configuration, which was not successful. Due to no

network activity, no passive ARP request was detected over
30 minutes, but actively sending ARP requests resulted in 3
Linux machines immediately responding.

In the DMZ network, ARP requests were captured passively
and a Windows machine responded to active ARP requests.
Shutdown was successfully tested with the same laptop run-
ning Windows 10 mentioned above using the IP address of the
device. WoL was tested with this laptop in hibernation first,
which was not successful. Repeating the test in the powered
off state was successful.

VII. CHALLENGES AND OPPORTUNITIES

While testing the implementation some obstacles came
up with the usage of WoL. First of all, WoL needs to be
enabled in the BIOS of every device you want to wake up
remotely. When a device is first set up, the BIOS has to
be configured anyway, so enabling WoL for new devices
can be done with little effort. However, checking this con-
figuration on all the existing devices in a network can be
quite tedious. A second problem is the remote startup of
laptops, as the tested laptops needed to be connected to the
AC adapter to process the WoL request, and be in a specific
power state. From our test results we conclude that online
detection using ARP works without compromises, given the
ability to actively send such requests in cases of low network
activity. Remote shutdown was effectively enabled on both
Windows and Linux machines using SSH with passwordless
authentication. WoLL was successfully triggered on all tested
target machines with appropriate BIOS settings, demonstrating
reliable remote startup capabilities when configured correctly.
Using multiple MQTT brokers in the satellite architecture with
secure communication has proven to be reliable and extensible.
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Security of SSH for shutdown could be further improved by
restricting the executable commands. One limitation of these
tests is the use of a small number of test devices and operating
systems, although we aimed to provide as much variety as
possible. Furthermore, one can investigate whether MQTT
is the best broker technology or whether another technology
with a self-built bridge would be more efficient. Additional
technologies could also be implemented in a second system
to provide a backup in case the first technology fails. IPv6
support for online detection could also be included.

VIII. SUMMARY AND CONCLUSION

This paper examines technologies that enable remote con-
trol of devices across network boundaries while maintaining
security requirements. Such network boundaries restrict the
communication establishment between some networks in one
direction and also prevent broadcast and non-IP communica-
tion between different networks. While existing research has
not provided a comprehensive solution, it has highlighted the
use of broker technologies to facilitate end-to-end commu-
nication across such boundaries. A so-called satellite archi-
tecture was proposed to bridge the network boundaries. This
approach involves deploying an application in each network to
locally enable remote control features and establishing secure
communication channels between these applications, thereby
creating a secure mesh across the networks. The identified
technologies for satellite communication, startup, shutdown
and online detection where compared and evaluated under
various criteria. For each use case, the most suitable tech-
nology was determined: MQTT for satellite communication,
SSH for remote shutdown, WOL for remote startup, and
ARP for detecting network devices. A proof of concept was
created by developing satellite applications and deploying
them in a test network. Final tests demonstrated that cross-
network communication worked flawlessly, and remote control
features operated successfully across different platforms, with
only minor challenges related to device setup. The shown
architecture fulfills the goal of saving energy by shutting
down computers when they are no longer needed. In the
context of this paper, tests have only been carried out with a
small number of devices and systems. For a more comprehen-
sive statement on functionality, structured tests with different
device classes, chip generations and operating systems are
required. A security analysis, where the security is investigated
with different attack vectors, is also pending.
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